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Abstract— This paper proposes a new steganographic method - based on Roberts operator edge detector in 
digital images - with the aim to increase the size of secret messages that can be embedded and hidden in images. 
An algorithm is developed to execute the task with two constraints: i) fixed dimensions size of the image and       
ii) no visual distortion of the resulted image. The proposed methodology embeds data of the built-in secret 
message into the image’s boundary pixels obtained using the Roberts operator. To do this, edge detector threshold 
selection strategy is proposed to achieve the optimal threshold value by creating a reference images with different 
numbers of boundary pixels. Finding this optimal threshold value is very important since it decreases the image’s 
visual distortion. The results of the conducted experiments to test the developed algorithm show excellent results 
in hiding secret messages in the low-order bits of the selected pixel codes of the reference image boundaries. 
 
Keywords— Steganography; Digital image; Roberts operator; Container; Embedded message; Threshold 
processing.   
     

1. INTRODUCTION 

Nowadays, steganographic methods for protecting information are becoming 

increasingly popular [1-9]. To implement steganographic protection of information in digital 

data transfer systems, various types of multimedia containers are used such as video files, 

audio files, digital images and text format files. The main steganography concerns are:             

i) preservation of the container’s structure without significant distortion and                              

ii) implementation of the maximum amount of information. These two concerns are 

considered as a measure of the steganography method’s efficiency and are, popularly, named 

as perceptual transparency and capacity in digital images [10]. 

The first concern is achieved by looking for those container objects, whose structures are 

not affected by the embedding process. For example, using the least significant bit (LSB) 

method does not change the visual characteristics of the container digital image [2, 8, 11-14]. 

The second concern of any steganography method is to increase the size of the 

embedded message into the digital container and; thus, enhancing the capacity. This concern 

is closely related to the first with respect to its solution. Different steganographic methods and 

algorithms are proposed in [8, 14-18]. Comparison of different steganographic methods in 

terms of their capacity can be perfectly achieved only if a container of fixed volume is used. 

The most popular and simplest method of embedding a secret message in an image 

(steganographic container) is the LSB method, which implements the insertion of secret 

message bits in the lower bits of each pixel code [2-8]. This method is used universally for all 

types of containers. However, if the adversary knows about the presence of a secret message, 

he spends all his efforts on calculating the steganographic key. In fact, steganographic 

protection is reduced to zero, and only determining the steganographic key remains. 
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Currently, many algorithms have been developed for sequentially selecting image 

pixels and embedding the secret message into these pixels as noise [14, 18]. In this case, the 

image is generated by the steganographic system and pixels are allocated in it for embedding. 

Such noise does not cause suspicion of the adversary during observation. At the same time, 

the image quality is reduced, which may also cause certain questions from the adversary. 

If noise is not artificially introduced into the image, the selected pixels can be attributed 

to noise pixels. To determine the cells assigned and converted to noise, cellular automata are 

usually used to analyze neighboring cells [19]. The disadvantage of this method is the small 

number of image cells in which secret bits can be embedded. Also, noise pixels are 

highlighted by themselves and can attract the attention of an adversary. 

Steganographic protection methods, which are based on preliminary analysis of the 

container image, aim at forming pixel arrays with equal codes [18]. The pixels in the arrays 

are numbered sequentially and the bits of the secret message are embedded, making changes 

only to the specified pixels in each code group. These methods have limited capacity because 

embedding secret message’s bits is restricted to the three least significant bits of codes of the 

selected pixels. 

There are methods to increase the volume of embedded messages based on the use of 

video containers of various formats [8]. These methods are currently being developed and 

investigated. However, they use containers of large volumes, as well as additional software 

applications. 

In this paper, a steganographic algorithm is introduced for fixed-volume containers 

which are digital images. This method aims to increase the embedding capacity without 

decreasing the image quality. It deploys Roberts’s operator edge detector to obtain the 

boundary pixels inside the image to hide the secret message inside them using the LSB 

technique. The rest of this paper is structured as follows: section 2, introduces the proposed 

steganographic. Results and discussions are presented in section 3 and section 4 concludes 

the algorithm and the obtained results. 

2. THE DEVELOPED ALGORITHM USING ROBERTS OPERATOR 

In modern steganographic systems, digital images are most often used as containers  

[1-4, 6, 7, 9, 11, 12]. Such containers can be represented by images of various formats like 

BMP, JPG, TIF, PNG, etc. However, the conversion of one format to another leads to a 

change in the structure and the volume of the container. The most complete representation of 

the image is carried out using the BMP format, which is characterized by the use of a large 

amount of memory. Such images are represented by an array of pixels, each of which is 

represented by a color and brightness code. An example of an array of image pixel codes is 

shown in Fig. 1. 

Each pixel code represents a decimal number, which is calculated from a 24-bit binary 

code. Each decimal number consists of 8-bit fields encoding red, green and blue colors. 

Since the graphic container has a fixed volume, the embedded secret message has a 

limited volume. An increase in the volume of the embedded message is made possible by the 

selection of such pixels of container images. Changing a large number of code bits does not 

lead to visible visual distortions of the container image because it can be noise pixels. 
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Fig. 1. An example of a code array of a BMP image snippet (11×24). 

 

Using fixed graphic containers (an image with fixed dimensions) can be a great metric 

to evaluate the steganographic algorithm in terms of capacity. Increasing capacity means 

embedding secret messages of maximum volume without visual distortions of the original 

image. This can be achieved by suggesting a steganographic algorithm that selects more 

pixels that have less effect on the visual perception and image quality. These pixels would be 

used to embed the secret message. The selection of appropriate pixels can be done based on a 

preliminary analysis of the container image as well as a good knowledge of its structure. 

The best solution to this problem is to pre-create the container image; and the pixels 

used are set initially. However, if the container comes from other outside source and cannot 

be converted to the desired form, then it is necessary to use search methods for the necessary 

pixels into which the bits of the secret message will be embedded. 

This paper develops an algorithm for choosing the image pixels of a fixed container 

into which bits of a secret message are embedded. Selecting the necessary pixels has been 

developed and presented in [20]. The Roberts operator is used to select pixels of a multi-

gradation image, which form the boundaries between regions with different intensities. 

There are also many other operators that are used to detect the edges of objects in the image. 

To implement the Roberts operator, we use the formula: 

𝐺 = √𝐺1
2 + 𝐺2

2 = √(√𝑦𝑖,𝑗 − √𝑦𝑖+1,𝑗+1)
2

+ (√𝑦𝑖+1,𝑗 − √𝑦𝑖,𝑗+1)
2
                                             (1) 

where 𝑦𝑖,𝑗 – pixel code with coordinates i and j. 

The following two arrays are used to make it possible to implement this equation 

[
+1 0
0 −1

]  and   [  
0 +1

−1 0
] 

These arrays use diagonal pixels. On minor diagonals, the codes are reset to zero, and 

only the pixel values located on the main diagonals are used. An example of the application 

of the Roberts operator using Eq. (1) is presented in Fig. 2. 
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Fig. 2. An example of using the Roberts operator. 

 

The main feature of the Roberts operator is that brightness differences in the image are 

represented by a sequence of two pixels as shown in Fig. 3. This is due to the arrays used to 

highlight pixels. It was accepted that such pixels are located on the brightness differences in 

the image. Pixels forming edges in the image were highlighted using the Roberts operator.  

 

 
Fig. 3. Fragment of the edge after applying the Roberts operator. 

 

However, the use of the Roberts operator according to Eq. (1) does not solve the 

problem of images with many brightness drops. Therefore, additional threshold processing 

is used. 

The pixel codes of the converted image were analyzed according to Eq. (1). The code of 

each pixel was formed using shades of three codes: blue - green - red (BGR). Each color and 

its shades are represented by an eight-bit code, which was analyzed to perform the threshold 

processing. 

Reference images were generated in which each pixel was encoded according to the 

formula: 

𝐺(𝑡 + 1) = {
0,   𝑖𝑓 𝐺(𝑡) < 𝐴       

𝐺(𝑡)   𝑜𝑡ℎ𝑒𝑟𝑤𝑖𝑠𝑒
                                                                                                  (2) 

where: G (t) – pixel value at time t; A - used threshold value. 

3. EXPERIMENTS AND RESULTS 

To create reference images, decimal values of the codes of all pixels were considered 

and the following values of A were used: 100; 200; 300; 400; 500; 600; 700. The obtained 

reference images are presented in Fig. 4. 
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Fig. 4. Reference images obtained by applying threshold processing to different values of A 

 

With increasing A, the number of selected pixels decreases. However, pairing is 

preserved, as it is inherent in the Roberts operator. Each reference image contains pixels with 

zero code and pixels that have codes obtained according to Eq. (1). 

In accordance with the obtained reference images, the pixels of the original image were 

determined, which correspond to non-zero pixels in the reference images. Secret message 

bits were embedded in the codes of the selected pixels of the original image. Secret message 

bits can be embedded in selected pixels sequentially row-wise and column-wise; or they can 

be embedded using the selected pseudo-random law [19].  

To determine the number of LSB in the codes of the selected pixels, the reference image 

with the smallest selected threshold was first used (А=100). This image contains the largest 

number of selected pixels. Therefore, it is believed that a change in color and brightness 

characteristics will lead to visual distortion. Secret message bits were embedded in the lower 

bits of the red, green, and blue codes of the separately allocated pixels. Bits were also 

introduced into the lower bits at the same time of all three colors. The results of embedding 

the secret message bits in the lower bits of the codes of the allocated pixels (at A = 100) at the 

lowest threshold are presented in Fig. 5. 

Fig. 5 indicates the number of low-order pixels and the color into which the bits and 

structure of the secret message are embedded. At the top of each group of pixels is the 

original image of the container, to the right of which the lower bits of the codes of the 

selected pixels are indicated, into which the bits of the secret message are embedded. To the 

right of each row of images in the group are the sequences of color codes into which message 

bits were embedded. For example, if the notation “00 (R_G_B-RGB)” is recorded, this means 

that the first image in the line represents the original container after the code 00 is inserted 

into the two least significant bits of the red color code of the selected pixels. The second 

image is determined by the green color in the code, while the third the image is determined 

by introducing 00 into the two least significant bits of the blue code. The fourth image shows 

the result of introducing 00 into the two least significant bits of the red, green, and blue codes 

at the same time. 

To determine the complete picture of distortions, we used messages containing all 

zeros (00000 ... ..), all ones (11111 ... ..) and the alternation of zeros and ones (101010 ... ..). 

Moreover, if an alternating sequence of zeros and ones was used, then messages starting 

from zero (010101 ....) were embedded in even lower order digits (0, 2, 4, ...), and odd digits 

(1, 3, 5, 7, ... ..) messages starting with one (10101010 ....) were introduced. 



© 2020 Jordan Journal of Electrical Engineering. All rights reserved - Volume 6, Number 3                                    270 
 

 

Fig. 5 shows that visible changes in visual characteristics are observed when the bits of 

a secret message are embedded in the four least significant bits. Moreover, for codes of 

different colors and for different secret messages, various changes in visual characteristics 

are observed. It depends on what colors and shades prevail in the initial image of the 

container. 

It is obvious that changing the codes of a large number of pixels in the image of 

containers leads to a change in its visual characteristics. Therefore, the task is to find the 

optimal number of pixels of the selected location that does not make visual changes to the 

initial image of the container. 

 

 
Fig. 5. Images of containers obtained as a result of embedding bits of a secret message in the lower bits of the 

codes of the selected pixels at A = 100. 

 

To solve this problem, threshold processing with a large threshold values (A = 200, 300, 

400, 500, 600 and 700) was used. The experimental results for such thresholds are shown in 

Fig. 6. These different thresholds have been tested on images of containers obtained as a 

result of embedding bits of a secret message in the low-order five bits of codes of  the 

selected pixels. 

 Analysis of visual characteristics showed that significant changes in visual 

characteristics of these thresholds were not observed at A = 600 and A = 700. The visual 

characteristics do not change for any secret messages. Because of this A=600 has been used 

since A<600 a visual change of original message will be observed.  
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Fig. 6. Images of containers obtained as a result of embedding bits of a secret message in the low-order five bits of 

codes of the selected pixels with different threshold values. 
 

Fig. 7 shows visible changes in the visual characteristics for another example. The 

visual characteristics are observed when the bits of a secret message are embedded in the 

three and five significant bits.  We used messages containing all zeros (00000 ... ..), all ones 

(11111 ... ..) and the alternation of zeros and ones (101010 ... ..). The messages starting from 

zero (010101 ....) were embedded in even lower order digits (0, 2, 4, ...), and odd digits           

(1, 3, 5, 7, ... ..) messages starting with one (10101010 ....) were introduced. 

 



© 2020 Jordan Journal of Electrical Engineering. All rights reserved - Volume 6, Number 3                                    272 
 

 

Initial Image Insertion into bit 0, 1 and 2 of all pixels Insertion into bit 0, 1, 2, 3 and 4 of all pixels

Applying Robert’s operator Applying Robert’s operator (threshold<100)

Text insertion into additional 3-7 bits of
selected pixels of images (threshold<600)

Text insertion into additional 3-7 bits of
selected pixels of images (threshold<100)

Applying Robert’s operator (threshold<600)

 
Fig. 7. Images of containers obtained as a result of embedding bits of a secret message in the lower 3 and 5 bits of 

the codes of the selected pixels at A = 100 and A=600. 

 

In the results obtained earlier, described in [14, 18], it is shown that the secret message 

bits can be implemented in the three low-order significant bits of all pixels in the container 

image. Using the selected pixels generated from the Roberts operator, one can embed bits of 

the secret message in the fourth and fifth least significant bits of the selected pixels with a 

threshold A = 600. Thus, if the image of the container has a dimension of 100 × 100 pixels, 

then (30,000 + 2B) pixels can be embedded in it (where B is the number of selected cells, as a 

result of applying the Roberts operator with a given threshold A). 

4. CONCLUSIONS 

In this paper, a new method was introduced to detect and determine the cells that can 

be used to hide a secret message without any visual changes of the original picture. This was 

done using the Roberts Operator which allowed selecting  - in the best way - the pixels that 

forms the differences in the brightness of the image. 

Experiments were done to test the developed method by introducing secret messages 

in the lower order bits detected by Roberts Operator. The optimal threshold which is used in 

the experimental part was selected in a way that kept the image without significant visual 

distortion.  
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