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Abstract—In this paper, a new method for digital data cryptography is proposed to increase the speed of data 
cryptography, simplify the processes of data encryption - decryption, and to strengthen the degree of data 
protection. The proposed data shuffling and data blocks shuffling (DS_DBS) method is able to process messages, 
gray images, color images and digital speech file using the same encryption and decryption functions; changing 
the digital data type will not require any changes in the aforesaid functions. The proposed DS_DBS method 
allows data blocking (block size will be variable), and it is determined by the private key. Data encryption is 
applied by simple data shuffling and data blocks shuffling, while data decryption is applied by shuffling back 
the data blocks and shuffling back the data. These shuffling operations replace the complex logical and arithmetic 
operations used in other existing methods of data cryptography. The shuffling and shuffling back operations are 
implemented based on two secret indices keys, obtained by running two chaotic logistic map models. The 
proposed method utilizes a long private key with a variable length that depends on the selected number of 
crypto phases. It can be implemented in one or more phases; each phase is a function call to execute the 
encryption-decryption functions with the associated inputs. Using more than a phase, increases the security level 
by using longer private key, and each phase will be independent. The encrypted-decrypted result of each phase 
can be taken as a final result. Implementing the proposed DS_DBS method - using various data types – and 
examining its speed reveal not only the enhanced speed of data cryptography, but also the better quality and 
sensitivity of the proposed method compared to those of existing state of the art cryptography methods. 
 
Keywords— Cryptography; Data shuffling; Data blocks shuffling; Data encryption – decryption. 
     

1. INTRODUCTION  

Regardless of its type, digital data may be secret, private, or may be used in a computer 

application, which requires a high level of security; so protecting digital data from being hacked 

is a vital issue [1-10]. One on the most common and widely used technique to protect digital 

data is data cryptography [11-15].  

Data cryptography can be implemented by means of encryption and decryption functions 

as shown in Fig. 1. Encryption function is usually executed by the data sender and it treats the 

input data with the private key (PK) to produce a cipher (encrypted) data, while the decryption 

function usually executed by the data receiver, and it treats the cipher data and the PK to 

produce a decrypted data [16-20]. 

A crypto method will be considered as a good one if it satisfies the following 

requirements [21-25]: 

 Speed: the method must provide a high speed of data encryption and data decryption, 

and the throughput of data encryption (K bytes encrypted per second) must be high. Also, 
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the decryption throughput must be high, this can be achieved by minimizing both of the 

encryption and decryption times [26-28]. 

 Security: the method must provide a high level of security, the PK must be as long as 

possible; the longer PK will be capable of providing a huge key space able to resist 

hacking attacks. The produced decrypted data must be sensitive to any changes in the PK 

as well. 

 Quality: the encrypted data must be totally destroyed, i.e., the encryption function must 

produce a damaged encrypted data; the mean square error (MSE) measured between the 

source data and the encrypted data must have a high value, while the value of peak signal 

to noise ratio (PSNR) measured between them must be low. The produced decrypted data 

must be the same as the source data, the value of MSE measured between them must 

equal zero, while the PSNR value must be infinite. 

 Flexibility: the method must be capable of handling any digital data type (message, gray 

image, color image, digital speech file (DSF)); changing the data type must not require 

any changes in the encryption and decryption functions. 

 Simplicity: the method must be simple and easy to program. This can be achieved by 

simplifying the key generation function, the encryption function and the decryption 

function. The number of used rounds must be reduced and the sequence of required 

logical and arithmetic operations must be reduced or eliminated [29-32]. 
 

 
Fig. 1. Crypto method diagram. 

 

Digital data types share an important feature; each digital data can be represented by one 

row matrix. Message (short or long) is a set of characters organized in one row matrix. DSF is a 

set of samples organized in one column matrix (mono speech) or organized in two column 

matrixes (stereo speech); the speech matrix can be easily reshaped to one row matrix.   

Gray image is a set of gray colors organized in 2D matrix, while color image is a set colors 

values organized in 3D matrix, and it is also easy to reshape the 2D and 3D matrices into one 

row matrix. Doing this the encryption and decryption functions will deal with one row matrix, 

and it will be easy to handle any data type. 

2. RELATED WORKS 

A lot of methods were introduced for data cryptography, in this paper we will divide 

these methods into two groups as follows: 
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 Slow methods: these methods provide a speed up to 180 kB such as  DES, AES, BF, DNA 

and BDNA. 

 Good moderate speed methods: these methods provide up to 900 kB/s such as chaotic 

and hybrid methods proposed in. 

The speed of the proposed data shuffling and data blocks shuffling (DS_DBS) method 

speed will be compared with the speeds of these methods to show how the proposed method 

will enhance the speed of data cryptography by providing a good speed up compared to other 

existing method (speed up equals encryption time of other method divided by the encryption 

time of the proposed method). 

The existing methods of data cryptography share some features, some of them may be 

considered as a weal points, which require  enhancement, following are the main features of 

these method: 

 Data blocking: the data to be encrypted-decrypted must be divided into blocks. The block 

size is small and fixed. For large data, the number of blocks will be a great one, thus extra 

time will be required to encrypt-decrypt the data.  The proposed DS_DBS method will 

allow data blocking and the block size will be variable; it will be determined by the 

private key.  

 Number of rounds: each method requires several rounds, each round treats the same data 

block, and the result must be taken from the last round, each round require a secret key. 

The proposed DS_DBS method will not require any rounds, it will use one or more 

phases. Each phase will be independent, and using more than one phase will raise the 

security level and making the PK longer. 

 PK length: the existing methods use PK with fixed length falling between 56 bits in DES 

method and  448 bits for BF method). The proposed method will use variable length 

private key, and the length will depend on the number of selected phases (320 bits for 

each phase). 

 Simplicity: Most of the existing methods of data cryptography required a complex of 

logical and arithmetic operations to implement each round and to generate the required 

secret keys, this will make programming these methods difficult, the proposed DS_DBS 

method will eliminate this sequence by replacing it with simple shuffling operations. 

3. THE PROPOSED DS_DBS METHOD 

The proposed DS_BDS method have the following features:  

 The encryption and decryption functions are generalized; they can be used to process any 

type of data, the data to be passed to each function is a one row matrix data (see Figs. 2 

and 3). 

 The encryption-decryption processes can be implemented using one or more phases, each 

function call (calling the encryption or decryption function will be used as a phase), the 

number of phases in the decryption process must equal the number of phases in the 

encryption process, but in inverse way (see Fig. 3). 

 Each function uses it is own PK, which will contain the number of blocks and two sets of 

chaotic logistic map parameters (r and x); these two pairs will be used to run two chaotic 

logistic map model to generate two indices keys (the PK length will be variable and the 

number of blocks and the block size will be also variable).    
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 The encryption function will encrypt the data by shuffling the data blocks first, then 

shuffling the contents of each data block, while the decryption function will shuffle back 

the contents of each block, then shuffle back the data blocks. 
 

 
Fig. 2.  Encryption function of the generalized DS_BDS method. 

 
Fig. 3. Decryption function of the generalized DS_BDS method. 

3.1. Secret Indices Key Generation 

This task will be implemented by both the encryption and decryption functions. Two 

pairs of the chaotic parameters will be used. The first pair with number of blocks will be used 

to run the first chaotic logistic map model (CLMM) to get a chaotic key (CK). This CK will be 

sorted to form the indices key (IK) to be used for data blocks shuffling (IKD), the second pair 

of chaotic parameters with the block size (BS) will be used to run the second CLMM to generate 

another CK, this key will be sorted to form the second indices key (IKB) to be used to shuffle 

the contents of each data block. 
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Generating an IK is a simple procedure; each CLMM will use the chaotic logistic equation 

[3-8] to get the CK, Fig. 4 shows an example of how this process can be easily implemented: 

 
Fig. 4. Example of IK generation  

The generated IK is very sensitive to selected values of the PK components, any minor 

change in one or more values will lead to change in the IK, and thus will change the results of 

encryption-decryption. As shown in Figs. 3 and 4 the PK of the proposed method using two 

phases will contain 10 parameters (5 for each phase); thus the PK length will equal 640 bits 

(10x64). This key length will provide a huge key space - as seen from Eq. (1) - capable to resist 

hacking attacks. 

 𝑘𝑒𝑦𝑠𝑝𝑎𝑐𝑒 = 2640 

= 4.56244061762219521864117160573 × 10192  𝑐𝑜𝑚𝑏𝑖𝑛𝑎𝑡𝑖𝑜𝑛𝑠                                      (1) 

3.2. Data Shuffling 

The data shuffling operation is a simple operation and it will be used to get data using 

the contents of IK as an index, while the shuffling back operation will use the IK to get the data 

according to the data with index pointing to the smallest index (get smallest first), Fig. 5 

illustrates an example of implementing these operations. 

 
Fig. 5.  Example of shuffling and shuffling back implementation. 

 

The proposed DS_DBS method will use two simple tasks to implement digital data 

encryption-decryption: 
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 Digital data shuffling: this task will be used to divide the data into equal blocks; then 

these blocks will be shuffled in the encryption function based on the contents of generated 

indices key (IKM). In the decryption functions the blocks will be shuffled back. 

 Data blocks shuffling: this task - in the encryption function - will shuffle the data items 

within each block based on the contents of generated second indices key (IKB), while in 

the decryption function the data items of each data block will be shuffled back based on 

the contents of IKB. 
 

Shuffling operations can be easily implemented. Fig. 6 illustrates an example of message 

shuffling, while Fig. 7 illustrate an example of data shuffling back in the decryption phase. 

3.3. Encryption/ Decryption Functions 

The encryption function of the proposed method as shown in Fig. 2 performs three tasks: 

key generation, data blocks shuffling and shuffling the contents of each data block. Fig. 8 

shows the description of these tasks; it illustrates the inputs, generated output and the 

sequence of operations required to apply data encryption. 

The decryption function of the proposed method as shown in Fig. 3 performs three tasks: 

key generation, shuffling back the contents of each data block and shuffling back the data 

blocks. Fig. 9 shows the description of these tasks; it illustrates the inputs, generated output 

and the sequence of operations required to apply data decryption). 

 

 
Fig. 6. Digital data encryption (one phase) 

 
Fig. 7.  Digital data decryption (one phase). 
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Fig. 8.  The encryption function. 

 
Fig. 9.  The decryption function. 

4. EXPERIMENTAL RESULTS AND DISCUSSION 

The proposed DS_BDS method was implemented using a PC having an Intel Core i5 

CPU@2.5 GHz and 4 GB RAM. The speed of the proposed method was tested; a set of color 

images were selected, the following private key was used: 

mailto:CPU@2.5
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Two phases of cryptography were used, the encryption time was measured and the 

throughput was calculated. Table 1 shows the obtained results. 

Table 1.  Speed parameters  of the proposed method using color images with two phases of cryptography. 

Color image 

dimension 

Color image size 

[byte] 

Encryption time 

[s] 

Encryption throughput  

[kB/s] 

151x333x 3 150849 0.0570 2584.4 

240x240x3 172800 0.0670 2518.7 

360x480x3 518400 0.2320 2182.1 

600x1050 x 3 1890000 0.6850 2694.5 

1144x 1783x 3 6119256 3.1950 1870.4 

Average 0.8472 2370.0 

As show in Table 1 the proposed method provides a good speed, the average throughput 

was equal 2370 K bytes. Compared to the fast group of existing methods speeds [3-8], the 

proposed method speed up the process of data cryptography by increasing the throughput of 

data cryptography (see Table 2). 

Table 2.  Comparison between the proposed and reported – in literature - fast existing methods. 

Ref. Method Throughput [kB/s] 
Speed up of PCS method 

[3] Hybrid 888.8867 2.6663 

[4] Chaotic 638.4082 
3.7124 

[5] Chaotic 911.0352 
2.6014 

[6] Mixed DNA and chaotic 360.4102 6.5758 

[7] Hybrid 384.9609 6.1565 

Proposed DS_DBS (chaotic) 2370.0 1.0000 

 

Using one phase in the proposed method will enhance the speed. The previous images 

were implemented and Table 3 shows the obtained speed results. As depicted in Table 3, using 

one phase of cryptography increased the throughput from 2370.0 kB/s using two phases of 

cryptography to 4510.5 kB/s using one phase of cryptography. 

Using more than one phase will not affect the quality of the method. Iit negatively affects 

the speed, but it is required if there is a need to increase the security level. 

The quality of the proposed method was tested and the obtained results showed that this 

method satisfied the quality requirements suing any type of digital data. Figs. 10 - 13 are 

example outputs that prove the quality of the proposed DS_DBS method of digital data 

cryptography. 

The obtained values of MSE and PSNR were always acceptable, and the values of MSE - 

calculated between the source and the encrypted data - were always high, while the values of 
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PSNR were always low. The values of MSE calculated between the source and the decrypted 

data were always zero, while the values of PSNR were always infinite. 
 

Table 3.  Speed parameters of the proposed method using color image with one phase of cryptography. 

Color image 

dimension 

Color image size 

[byte] 

Encryption time 

[s] 

Encryption throughput 

[kB/s] 

151x333x 3 150849 0.0320 4603.5 

240x240x3 172800 0.0380 4440.8 

360x480x3 518400 0.1200 4218.7 

600x1050 x 3 1890000 0.3470 5319.0 

1144x 1783x 3 6119256 1.5050 3970.7 

Average 0.4084 4510.5 

 

 
Fig. 10.  Quality of messages. 

 

 
Fig. 11.  Gray image quality: a) source image; b) encrypted image; c) decrypted image. 

 

 
Fig. 12.  Color image quality: a) source image; b) encrypted image; c) decrypted image. 
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Fig. 13. DSF quality: a) source DSF; b) encrypted DSF; c) decrypted DSF. 

5. CONCLUSIONS AND FUTURE WORK 

A multipurpose, multiple phases, highly secure and fast method of data cryptography 

was introduced. The method was efficiently used to encrypt-decrypt messages, images and 

digital speech file. It uses independent phases to apply data encryption-decryption; the 

increased number of phases was used to raise the security level of the data, keeping the method 

fast. The proposed method used a PK with a length of 320 bits, that was increased to 640 bits 

when using two phases. The private key provided a huge key space capable of resisting hacking 

attacks, and the produced outputs were sensitive to the selected values of the PK. The proposed 

method used data blocking with variable unlimited block sizes, thus eliminating the rounds 

and the sequence of logical operations used in other methods of data cryptography. The 

proposed method used a simple task to generate the required two indices keys for each phase; 

these keys were generated by running two simple chaotic logistic map models. The data 

encryption-decryption was applied using simple data blocks shuffling and simple blocks 

contents shuffling based on the contents of the generated indices keys. 

The proposed method was tested and implemented using various messages, various 

images and various DSFs. The obtained results proved the quality of the proposed method. The 

speed results of the proposed method were compared with other existing fast method speeds 

and the results showed that the proposed method provides a good speed up.  

As a future work, this method will be deployed in  social media tools such as mobile, 

whatsapp, and email to protect the sent data, and its performance will be tested and evaluated.  
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